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Abstract

This research paper explores the dynamics and evolution of three terms
of great relevance in the contemporary communicative landscape,
both in Spanish and English: “disinformation”, “fake news” and “post-
truth”. Two different examination approaches are implemented for this
purpose. Initially, it combines the Google Trends tool, which reflects
general search trends for each keyword, with an in-depth analysis of
headlines from two prominent media outlets, nytimes.com and elmundo.
es. Thus determining how these newspapers have handled and reflected
these issues over time. Subsequently, a systematic review of several
academic journals on security. Specifically, by looking for the presence
of the terms mentioned in the titles, abstracts or keywords of the
research papers. This study not only provides a detailed understanding
of the significance and treatment of these terms in both academic and
journalistic circles, but is also enriched with a wide range of graphs and
tables that illustrate and complement the analysis, offering a clear visual
perspective of the findings.
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1. Introduction

en a researcher wants to delve deeper into a topic, one of the first things

he or she will probably do is to gather information in order to ascertain

the state of play. To the best of their ability, they will collect and review

multiple sources of knowledge: academic writing, legislation, newspaper articles,

trends on social media or political speeches. In doing so, they will understand and

outline how the issue has changed over time, deepening their understanding of the
perspective with which it has been treated.

Unlike other historical eras, the current period is characterised by an enormous
amount of information so, while it is easy to access databases and search engines of all
kinds, the challenge can be to not get lost in the ocean of information. A methodology
must therefore be adopted that describes a state of play appropriate to the research
claims, defending the paths taken with a logical and rational approach.

Consider the following example, which anticipates the methodology of this study:
Is disinformation a contemporary issue? One way to address the matter is to examine
the frequency of the term “disinformation” in the EUR-Lex database of EU legal
documents as a barometer of institutional and policy interest. In other words, a kind
of “literature review” and “state of play” identifying quantitative trends together with
a qualitative assessment.

However, when conducting such investigations, it is useful to consider related
keywords, such as “fake news” and “post-truth”. Although each has its particularities,
they generally address the manipulation or misrepresentation of information to
influence public perception.

Thus, the National Security Strategy 2021 states that “disinformation campaigns” aim
to “distort reality through manipulated content” (Consejo de Seguridad Nacional, 2021,
p. 60). They are characterised by “the will to generate confusion and undermine social
cohesion; the coordinated use of different media for the creation and dissemination of
content aimed at broad audiences; and the malicious intent to discredit or influence
the target of the attack” (Consejo de Seguridad Nacional, 2021, p. 60). Consequently,
they have a “clear impact on National Security” (Consejo de Seguridad Nacional,
2021, p. 60).

The Oxford English Dictionary (undated) specifies that a ‘fake news’ is “[n]ews that
conveys or incorporates false, fabricated, or deliberately misleading information, or
that is characterised as or accused of doing so”.

With regard to “posverdad”, the Diccionario de la lengua espanola (undated) refers
to a “[d]istorsién deliberada de una realidad, que manipula creencias y emociones con
el fin de influir en la opinién publica y en actitudes sociales” (“[d]eliberate distortion
of a reality, which manipulates beliefs and emotions in order to influence public
opinion and social attitudes”) as the only meaning. Similarly, Oxford English Dictionary
(undated-b) specifies “post-truth” as “[r]elating to or denoting circumstances in which
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objective facts are less influential in shaping political debate or public opinion than
appeals to emotion and personal belief”.

In short, in one way or another “disinformation”, “fake news” and “post-truth”
encompass deception, manipulation and lack of objectivity. This can have a negative
impact on society, public opinion and politics, especially if it erodes trust in
democratic institutions or interferes with electoral processes. It is therefore of interest
for geopolitics, security and defence.

Once the keywords have been selected, working with databases involves two main
approaches: investigating the presence of the keywords throughout the content or
limiting the search to the title of the records. The former assumes a broader perspective,
but is likely to yield tangential results and a long list, complicating the analysis. The
second is a very narrow filter, estimating that the keyword in the title is most likely
relevant. On the downside, significant results are sure to be omitted. There are no easy
decisions when faced with a large volume of data: the advantages and disadvantages of
each method must be weighed and the most appropriate chosen.

For this case, the EUR-Lex advanced search, accessible at the URL https://eur-lex.
europa.eu/advanced-search-form.html was chosen. The keywords “disinformation”,
“fake news” and “post-truth” are required in the title only. The main reason for using
English terminology is that some of the EUR-Lex content is only available in English,
such as Ares(2017)5489364, Communication on fake news and online misinformation.
Sometimes content is only submitted in one of the official EU languages and only
translated into English, such as document 92014F003587, Written question E-003587/14
Sergio Berlato (PPE) to the Commission. Disinformation regarding ritual slaughter for
meat production (also available in Italian). Table I was created using content returned
by the search engine.

These search rules show a quantitative preference for the term “disinformation” as
“fake news” was only used once in 2017 and “post-truth” does not appear. Focusing the
analysis on “disinformation”, there is a long gap with no results between 1996 and 2014.
Subsequently, the term appears regularly from 2018 onwards. Qualitatively, before
2018 there are only two entries concerning written questions by MEPs. However,
records that can be considered more significant can be found as of that year, such as
the communication of 26 April 2018 7he fight against online disinformation: a European
approach, and the joint communication of § December 2018 Action Plan against
disinformation. Which leads to the following deduction: the keyword “disinformation”
features regularly in the title since 2018 with more relevant references than the written
questions of 1996 and 2014; there is indeed increased interest in disinformation in
recent years.

With an interdisciplinary approach, this study investigates disinformation through
two paths: delving into general interest and journalistic sources; and academic journals.
The first yields a broad and current perspective on the phenomenon, especially if the
press is judged as a mirror of society to see how disinformation has been presented to
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Table I

the public. Subsequently, a review of academic journals adds a rigorous and theoretical
approach.

Both paths have a clear geopolitical, security and defence orientation. As an example,
it is worth mentioning one of the findings of this work, which will be discussed in
detail later on.

Firstly, a particular interest in the term “disinformation” was detected in Spain
in November 2020. Upon enquiry, the conclusion is that it was most probably due
to Order PCM/1030/2020. This order established a Permanent Commission against
Disinformation, coordinated by the Secretary of State for Communication and led
by the Department of National Security. The National Intelligence Centre is also
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included. It thus exposes the strong relationship between geopolitics, security and
defence in the fight against disinformation.

Analysing this and other cases, together with reviewing academic security journals,
justifies the relevance of this article in a scientific journal on geopolitics, security and
defence.

2. Methodology: Keyword selection, based on Google Trends and
justification of journalistic content analysis through headlines from
nytimes.com and elmundo.es

Firstly, the same three terms are chosen as in the introduction, both in their Spanish
and English versions: “disinformation” (“desinformacién”), “fake news” (“noticias
falsas”) and “post-truth” (“posverdad”). The reason is that they guarantee a focused
and manageable analysis.

On that basis, the trend for each keyword provides valuable context by illustrating
when its popularity increased. Google Trends is a well-established and invaluable digital
analysis tool as it gathers search interests for each keyword.

However, in order to interpret quantitative data from Google Trends correctly —
presented in this article as line graphs— it is important to know that it reflects how
many searches have been made for a particular term “relative to the total number of
searches on Google”. In other words, they “don’t represent absolute search volume
numbers, because the data is normalised and presented on a scale from o-100, where
each point on the graph is divided by the highest point, or 100”. Thus, a line “trending
downward means that a search term’s relative popularity is decreasing”, although “not
necessarily that the total number of searches for that term is decreasing, but that its
popularity compared to other searches is shrinking” (Google News Initiative, undated).

Having obtained Google Trends data, we must determine which events led to a rise in
popularity for each keyword. In other words, the quantitative aspect has to be clarified
with the qualitative. Sometimes, the reason seems obvious. Others, however, it may be
difhicult to match an increase in interest with a particular event. Therefore, this paper
presents possible and probable reasons for an increase in the popularity of keywords.
Putting caution first, categorical associations are avoided, hence the extensive use of
adverbs indicating probability such as “surely” or “possibly”.

For this qualitative check, newspaper articles from 7he New York Times (nytimes.com)
and EL MUNDO (elmundo.es) that feature the keywords assessed in their headlines
are included in a table format. This makes it possible to quickly and in an informed
manner see the prevailing information environment in each period under analysis.
These two media were chosen based on objective criteria related to web trafhic. In
other words, because of their digital prominence or relevance, which makes both key
players in the dissemination of information.
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To support these assertions, reference should be made to the digital analysis tool
Similarweb, which classifies the traffic share of websites by segments. In July 2023,
nytimes.com ranked ninth globally (Similarweb, 2023¢) and second in the US in the
category “News and Media”(Similarweb, 2023b). It was second only to yahoo.com,
which acts primarily as a news aggregator. Meanwhile, e/mundo.es led the ranking in
Spain (Similarweb, 2023a). These data can be found in table II.
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At this point, it is worth explaining why a US newspaper was chosen and in
English —nytimes.com—, along with one from Spain and in Spanish —e/mundo.es—.
The spectrum of keywords chosen combines Spanish —”desinformacién”, “noticias
falsas” and “posverdad”— with English —”disinformation”, “fake news” and “post-
truth’—. This means that Google Trends search trends can be filtered by three regions:
“Worldwide”, as the influence of the English language as a lingua franca allows for a
global picture; USA for its geopolitical importance; and Spain, because of the particular
interest for the Spanish Institute for Strategic Studies.

From there, each media outlet offers complementary geographic perspectives. nytimes.com
shows, first and foremost, the news environment in the US; In doing so, it helps to determine
why the popularity of the terms analysed is growing at certain times in the United States;
as does elmundo.es for Spain. In terms of the international scene, both have an important
external projection, which helps to explain the boom in interest in keywords at global level.

The result is a complementary and enriching vision of the topic addressed. Indeed,
the fact that each newspaper has a unique idiosyncrasy, with different media coverage
or audiences with different languages and cultures, is not an obstacle; rather, it lends
a diversity of perspectives.

In any case, it is important to recognise that every media outlet, regardless of its
reputation or reach, usually has an editorial line that determines its coverage to a
greater or lesser extent. Selecting nytimes.com and elmundo.es thus impacts the results,
representing a limitation of the study. However, no further newspapers were added due
to practical constraints and the need to ensure the feasibility of the analysis. Future
research could consider a more diverse sample to provide a more complete picture.

Also note that this study does not intent to assess or judge the integrity of these media
outlets, but rather to examine their information deployment based on certain keywords.

Finally, the tables grouping headlines from nytimes.com and elmundo.es should
be explained. The content was crawled through Google using the criterion
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“site:website intitle:keyword” —e.g., “site:nytimes.com intitle:disinformation”—.
Similarly, DuckDuckGo was used with the operator “’keyword” site:website” —e.g.
“’disinformation” site:nytimes.com”—. Both are established search engines with
relevant web indexing. They are therefore useful for obtaining information, including
journalistic pieces.

Additionally, posts on Twitter —or X— of the profiles of 7he New York Times (@
nytimes) and EL MUNDO (@elmundoes) with the agreed keywords have been reviewed
in order to register links to journalistic pieces with the “keyword” in the headline. The
advanced search function located at the URL https://twitter.com/search-advanced has
been used for this purpose.

The purpose of these three avenues of enquiry has been to gather as many
publications as possible. Likewise, we must consider that digital newspaper content
is diverse: articles, podcasts, videos..., which can be current affairs, opinion, analysis,
technology, etc. All the results collected by Google, DuckDuckGo and Twitter are
taken into account for this study, regardless of their type. Thus we can compare general
and journalistic trends with academic trends.

To close this section, it is essential to note that data used in the 13 attached graphs,
taken from Google Trends, were obtained on 4 September 2023. Due to the changing
nature of Google Trends, queries made at a later date may show different results.

3. Analysis of the general trend of keywords and occurrence in the press

3.1. Analysis of the keyword “disinformation”.

In Google Trends, the search term “disinformation”, with the options “Worldwide”,
“1/1/04 — 31/8/23”, “All categories” and “Web search”, generates graph 1. With the
regional filter activated for “United States”, the trend is very similar, as can be seen in

graph 2.
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According to Google, improvements to the data collection system were implemented
on 1 January 2016 and 1 January 2022. Consequently, the above results may not provide
the same confidence, although they are incorporated for information purposes.

The first notable peak was in December 2016, when multiple news reports about the
US presidential election held the previous month and possible Russian interference
were circulated, probably heightening the sense of suspicion and manipulation.

Similarly, in December 2016 the “SEC. 1287” of the “Public Law No: 114-328”
gave the green light to the State Department’s Global Engagement Center against
disinformation. This set of factors is compiled in table III.
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Interest in the term “disinformation” subsequently remained low until 2020. It
did not increase during relevant events, such as the joint communication of the
European Commission and the High Representative on the Action Plan against
disinformation (s December 2018), or the dissemination of the so-called “Mueller
report” (dated March 2019).

From 1 January 2017 to 29 February 2020, nytimes.com disseminated at least 30
news pieces with “disinformation” in the headline, grouped in table IV. The paper
particularly focused on the intervention of two major powers, Russia and China, as
well as the weight and responsibility of prominent social media platforms: Facebook,

WhatsApp, Twitter and YouTube.
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Increases picked up by Google Trends in March and April 2020 were probably
linked to the COVID-19 pandemic. In fact, nytimes.com launched three stories with
“disinformation” headlines in these two months, addressing the new coronavirus in
relation to Russia, China and the European Union —incidentally, with a significant
geopolitical focus— (table V).
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Table V

For its part, the October 2020 peak could be linked to the November presidential
election. In the video How Homegrown Disinformation Could Disrupt This U.S. Election,
the newspaper examined the potential and detrimental influence of disinformation in

the US electoral arena (table VI).
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Table VI

In February and March 2022, Google Trends records a rise in interest in the search
term “disinformation”, more pronounced worldwide than in the US; probably a
consequence of the Russia-Ukraine war. Sanctions, such as those imposed on RT
(Russia Today) and Sputnik by Council Regulation (EU) 2022/350 of 1 March 2022
amending Regulation (EU)™ 833/2014 concerning restrictive measures in view of Russia’s
actions destabilising the situation in Ukraine, among other measures, should be taken
into account.

In March of that year Russia also made claims of a military-biological programme in
Ukraine funded by the US Department of Defence. (MFA Russia, 2022). In response,
UN High Representative for Disarmament, Izumi Nakamitsu, informed the Security
Council that she was not aware of the existence of biological weapons laboratories in

Ukraine (Noticias ONU, 2022). EU vs DISINFORMATION' denied some reports

1 EU vs DISINFORMATION, also known as EU vs Disinfo or EUvsDisinfo, was established in 201s.
It describes itself as “the flagship project of the European External Action Service’s East StratCom
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on the subject, e.g. in Disinfo: US bio laboratories were involved in creating coronavirus
(EUvsDisinfo, 2022). Table VII shows nytimes.com headlines with “disinformation” in
the headline during these two months.
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Table VII

Moststriking, however, is sharp peak in May 2022, both globally and in the US, likely
linked to the Disinformation Governance Board (DGB). Announced by Homeland
Security Secretary Alejandro Mayorkas on 27 April (Betz, 2022), it was confirmed
the same day by POLITICO (Daniels, Bade y Lizza, 2022) and Nina Jankowicz, who
would head it as executive director (Jankowicz, 2022a).

In a “fact sheet”, the Department of Homeland Security (DHS) explained its role:

“The Department is deeply committed to doing all of its work in a
way that protects Americans’ freedom of speech, civil rights, civil liberties,
and privacy. In fact, the Disinformation Governance Board is an internal
working group that was established with the explicit goal of ensuring these
protections are appropriately incorporated across DHS’s disinformation-
related work and that rigorous safeguards are in place. The working group
also seeks to coordinate the Department’s engagements on this subject
with other federal agencies and a diverse range of external stakeholders.
The working group does not have any operational authority or capability”
(Homeland Security, 2022a).

Criticism, however, mounted. Since May 2022, no fewer than 16 bills have been
introduced to end the DGB, prohibit the use of federal funds to finance it, or
prevent the Department of Homeland Security from investing in another such entity
(Congress.gov, sin fecha). Although all initiatives are at an early legislative stage, they
are a sign of the debate that has been stirred up (table VIII).

On 18 May, Jankowicz (2022b) resigned as executive director because the DGB
was put on “pause”. On 24 August, almost four months after its announcement, the
Department of Homeland Security, following the recommendation of the Homeland

Task Force”. It aims to “increase public awareness and understanding of the Kremlin’s disinformation
operations, and to help citizens in Europe and beyond develop resistance to digital information and
media manipulation” (EUvsDisinfo, sin fecha). The special report Disinformation affecting the EU: tackled but not
tamed, while stating that EUvsDisinfo had “been instrumental in raising awareness about Russian disinformation”, raised
that its integration within the European External Action Service raised “some questions about its independence and ultimate
purpose, as it could be perceived as representing the EU’s official position” (Tribunal de Cuentas Europeo, 2021, p. 5).
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Table VIII

Security Advisory Council (HSAC), terminated the Disinformation Governance Board
(Homeland Security, 2022b).

From 1 April to 31 August 2022 —the period between the announcement and
the closure of the DGB— nytimes.com published at least eleven news items with
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“disinformation” in the headline. Three dealt with this internal working group: Partisan
Fight Breaks Out Over New Disinformation Board, A Panel to Combat Disinformation
Becomes a Victim of It and Disinformation Has Become Another Untouchable Problem in
Washington (table IX).

The rise in popularity of the keyword “disinformation” in October and November
2022 may have been influenced by the 12 October conviction of Alex Jones. According
to this, the owner of Infowars would have to pay USD 965 million “in damages to
numerous families of victims of the 2012 Sandy Hook mass shooting for falsely
claiming that they were actors who faked the tragedy” (Queen y Thomsen, 2022). It
may also have been due to the Law on the Amendment of the Press Law and Some Other
Laws being passed in Tiirkiye on 13 October, which stipulates the following:

“Public dissemination of misleading information

ARTICLE 217/A- (1) Any person who publicly disseminates false
information about the country’s domestic and foreign security, public
order and general health, with the sole aim of creating anxiety, fear
or panic among the public, shall be punished by one to three years of
imprisonment.” (Resmi Gazete, 2022).

Similarly, the rise may have been linked to Elon MusK’s acquisition of Twitter.
On 23 November, the platform discontinued the COVID-19 misleading information
policy (Twitter, 2022).

In the interest of offering a comprehensive and current approach, table X shows
nytimes.com content with “disinformation” in the title from September 2022 to
July 2023. The topic was discussed at length, considering its political influence,
technological interaction, implication for freedom of expression, international scope
and social impacct.
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In conclusion, “disinformation” is a term that first generated substantial interest in
December 2016, probably because of controversies surrounding the US presidential
election. Popularity resurfaced in spring 2020, when the world was hit by the COVID-
19 pandemic, and in October of the same year, in the run up to the US presidential
election. In 2022, the term became attractive coinciding with the war in Ukraine. What
is most striking, however, is the explosive growth in April and May of that year, almost
certainly due to the Disinformation Governance Board and the controversy that ensued.

Regarding nytimes.com headlines, the links between disinformation, Russia and
China, as well as the role of the main digital platforms, were particularly commented.
It must be said that these internet giants have taken various measures. For example, to
stop “influence operations”, Meta acts against what it calls “coordinated inauthentic
behaviour” (Gleicher, 2018). The Twitter Moderation Research Consortium provides
data on “information operations” (Twitter, 2023).

3.2. Analysis of the keyword “disinformation”.

In Google Trends, the term “disinformation” with the options “Spain”, “1/1/11-
31/8/23”, “All categories” and “Web search”, returns graph 3. The time period starts
in 2011 because otherwise peaks appear in the 2000s that are difficult to explain. On
1 January 2011, Google implemented an improvement to the geo-assignment system;
therefore, that year was determined as the initial year.

Google Trends | Interés a 1o largo del Hempo 08l terming de busqueds sdesinformacibne para sEspanas, sTodas las

'ﬂl. '!'_ﬁ'\ L H":'_P'-\."-' f‘rrhl."-‘ gl h"’_ﬁ-& {ﬁrﬁ"‘:ﬁa ] ;_'b ;_'b 4‘ -«." el ’ B A (>
PSR PP ISP PP SIS PP I S F

Graph 3

Throughout the 2010s there have been several increases in interest, but it is
difficult to link them to specific events. The rise in March 2020 was almost certainly
a consequence of the COVID-19 pandemic. In this context, in mid-April, the
General Staff of the Guardia Civil asked of the commands the “identification, study
and monitoring in relation to the situation created by Covid-19 of disinformation
campaigns, as well as publications denying hoaxes and fake news likely to generate
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social stress and disaffection towards government institutions” (Ldzaro, 2020b). Table
XI shows headlines for those two months at the start of the pandemic.

Piezas publicadas por elmundo.es con la palabra clave sdesinformaciens on o titular (1 do marzo do 2020 - 30 de abril de J020)

Forul o bl aef {0

] £ B Tauiar Eriace

LEEa PacaDonsds  Lsiberiad da sxpresion y la desndormaciin g, e BhTiand enyOdona et e T DD, S S A o W U4 b
A Whacia Par Chafchn  Ser o ebwio e 500 0% i e (O MRATPO DOPR{TITESE = 3 s . .

RN M e S e g o BT T S A b we) hae

FRleste ir ] Wioenis Lorano I aorafuegin cer chissardfonmacicn hiftps. Ve sbmaando selopenon TUI0VTHLT | Seaels T sl aOamrisih-4657. Famd

VS Fomanoligan gt L Aol B Siinkaamaciin hon ke grandie Nidon S I pingaciwars siani SN 4T 5 | TIRORINH | TH4554 v

Table XI

Similarly, the November 2020 peak was likely linked to Order PCM/1030/2020.
It prompted at least three columns in e/mundo.es, along with criticism from Rafael
de Mendizdbal, then president of the Commission for Arbitration, Complaints and
Ethics in Journalism (table XII).
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Table XII

Order PCM/1030/2020 designates a “structure” for the “fight against disinformation”
composed of the National Security Council, Situation Committee, State Secretariat
for Communication, Permanent Commission against Disinformation, competent
public authorities, as well as the private sector and civil society.

However, the Permanent Commission against Disinformation, asan inter-ministerial
working group, was created in March 2019 (Consejo de Ministros, 2019), coordinated
by the State Secretariat for Communication (La Moncloa, 2019). All this on the basis
of the Disinformation Action Procedure, which responded “to the requirements set
out in the Action Plan against disinformation adopted by the European Union in
December 2018” (Sala de Prensa - DSN, 2019). Initially, this Permanent Commission
was announced as “the link with Europe”, assuring that it would place “special emphasis
on the reputational element of Spain linked to the territorial crisis in Catalonia and
the upcoming electoral processes” (Consejo de Ministros, 2019).

It should be noted that Supreme Court ruling 3798/2021 specified:

“That with rejection of the ground of inadmissibility invoked by the
State Attorney’s Office, the contentious-administrative appeal filed by the
representation of CONFILEGAL EDITORIAL, SL against the Procedure for
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Action against disinformation, approved on 6 October 2020 by the National
Security Council, published by Order PCM/1030/2020, is dismissed, and we
must declare and declare that it is in accordance with the Law, confirming it”
(Tribunal Supremo. Sala de lo Contencioso, 2021, p. 11).

Moving on, the National Security Strategy 2021 document published on 4 November
of the same year —although approved by Royal Decree 1150/2021 of 28 December—
included “disinformation campaigns” as “risks and threats” (Consejo de Seguridad
Nacional, 2021, p. 60).

The March 2022 peak, visible in graph 3, was probably due to the Russia-Ukraine
war. Compare with the headlines in table XIII.
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Table XIII

Throughout 2023, up to July, geopolitical factors such as tension between Russia
and the European Union; technological advances, such as artificial intelligence (Al);
platform changes, such as Twitter’s policies following its acquisition by Elon Musk;
and the settlement whereby Fox agreed to pay $787.5 million to Dominion Voting
Systems to avoid a defamation lawsuit played a notable role, as seen in Table XIV.

Piezas publicadas por efmundo.os con la palabra clave edesinformacidns en of titular (1 de enero de 2023 - 31 de julio de 2023)
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Table XTIV

In summary, interest in “disinformation” in Spain increased significantly in
March and April 2020, reaching its peak in November with the publication of Order
PCM/1030/2020. It is striking that in March 2019 there was no significant spike in the
popularity of the term when the Permanent Commission against Disinformation was
announced. Perhaps the pandemic climate that marked the beginning of the new
decade contributed to greater tension in the face of such initiatives. Subsequently, the
conflict between Russia and Ukraine almost certainly triggered another upward trend
in March 2022.
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3.3. Analysis of the keyword “fake news”

In Google Trends, the search term “fake news” with the options “Worldwide”, “1/1/04
—31/8/237, “All categories” and “Web search” returns graph 4. If the regional filter is set
to “United States” we get graph s.

Googie Trends | Interis 3 1o 1argo G0l Bempo 0ol Timing 06 DUSQUOGS +Take nowss para +1000 8] mundos, Todas a8
R R R A e e o ot ot i ot e e e e
o

B B & &8 B 2 £ B

-
o

L] J"'L.-l"i—l"l—\_,—.—.-.-.-._,-l.—l‘\-._.-...—._ P
B e e

e ool e L o & FEIFPFIFFIFF P S

Google Trends | interés 8 1o largo del lempo 0ol Wrming 6 DUsqueda sTake newss pars sEsisdos Unidoss, «Todas 1as
T L e oess o st e 4 s e o s B i i
L= i

w0
L]

(2]

[ -]

i

40

b o]

3

L]

<

B G R R B B e R P R s et ol

Graph 5

The focus on fake news clearly began in November 2016, coinciding with the US
presidential election and since then, it has never fully faded away. The latter is probably
helped by the fact that it is a widely used term, even by non-English speakers.

Graphs 4 and 5 show several high points. The first, in February 2017, was due to
the strong inertia that this keyword had been carrying over since November 2016.
That autumn month, 7he New York Times launched the editorial Facebook and the
Digital Virus Called Fake News, claiming that “liars and con artists” had taken over the
platform (The Editorial Board, 2016). This initial surge of interest in the term surely
contributed to events such as on 11 January 2017, when President-elect Donald Trump

told CNN reporter Jim Acosta, “You're fake news” (CNN, 2017).
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Analysis of headlines on nytimes.com from November 2016 and February 2017 (tables
XV and XVI) shows that the newspaper approached this issue from several angles.
Among others, its influence on politics and elections; the response of tech giants such
as Facebook and Google; global repercussions; examining the “pizzagate” conspiracy
theory; and picking up on then Donald Trump adviser Kellyanne Conway’s allusion
to the “Bowling Green massacre”.
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Table XVI

Another peak, especially pronounced in the US, occurred in January 2018, perhaps
linked to the “Highly-Anticipated 2017 Fake News Awards”, exposed on the Republican
Party’s website (TEAM GOD, 2018). The next significant dates, mainly at global level,
were September and October 2018, probably due to the Brazilian general elections on
7 and 28 October (first and second round).

March 2020 also saw a surge in the popularity of “fake news”, especially globally,
most likely as a result of the COVID-19 pandemic. By March 2022, it is reasonable
to think of a connection to the previously discussed Russian claims of biomilitary
facilities in Ukraine, as well as the aftermath of the Russian invasion in general.

Globally, the October 2022 peak could be linked to events already cited, such as Alex
Jones being sentenced to pay USD 965 million, the Turkish law on the dissemination
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of “misleading information” and “false information”, and Elon Musk’s purchase of
Twitter. The May 2023 summit is difficult to correlate with any specific event, although
the Disinformation, fake news and hate speechconterence organised by the European
Commission’s Directorate-General for Migration and Home Affairs (DG HOME,

2023)may have played a role.

Finally, it is worth noting that the US recorded an increase in September and
October 2020, perhaps related to the November presidential election, although
interest was much lower than in 2016.

On the other hand, if the search term “fake news” is set in Google Trends, with

» <«

the options “Spain”, “1/1/11 — 31/8/23”, “All categories” and “Web search”, graph 6 is
generated.
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Graph 6

Popularity also began in November 2016. There was a peak in October 2017,
coinciding with the Catalan independence referendum (known as 1-O), which was
suspended as a precautionary measure by the Constitutional Court on 7 September
and declared unconstitutional on 17 October. The day after the vote, english.elpais.com
published the article 7heres fake news in Catalonia too (Alandete, 2017). A year later,
elmundo.es published El referéndum ilegal del 1-O también fue “fake news” (The illegal
referendum of 1-O was also “fake news”)(Landaluce, 2018).

The peak in March 2019 may have been due to the proximity of the general election
on 28 April. Perhaps the announcement of the Permanent Commission against
Disinformation had an influence, although this would be strange as it did not generate
interest in the key word “disinformation”.

It seems certain that the peaks in March and April 2020 were the result of the
pandemic and its aftermath, and it is possible that Messi’s press coverage of the “fake
news campaign was the reason for his popularity (table XVII). The high point in
November 2020 probably had to do with Order PCM/1030/2020. A letter to PSOE
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militants signed by Pedro Sdnchez, the party’s secretary general and president of the
government, which used the terms “fake news” and “false news” (Sinchez Pérez-
Castejon, 2020). It was commented by elmundo.es in Epistola de Pedro a los militantes:
el Gobierno, victima como Trump de las ‘fake news” (Pedros epistle to militants: the

Government, victim like Trump of “fake news”) (table XVIII).
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Table XVIII

The rise in May 2023 could be attributed to the fact that the municipal and regional
elections on the 28th prompted a search for this key word, fully integrated into Spanish
politics, with statements such as Feijdo acusa a Sdnchez de generar ‘fake news” con sus palabras
en una “deriva” mds propia de “regimenes totalitarios” (Feijéo accusing Sdanchez of generating ‘fake
news” with bis words in a “drift” more typical of ‘totalitarian regimes”)(Europa Press, 2023).

Finally, in the field of security and intelligence, £L MUNDO has reported at least
three noteworthy items: E/ director del CNI [Félix Sanz Rolddn]: “Estamos preparados
para proteger las elecciones de ciberataques, pero no estamos a salvo de las fake news”
(CNI director: “We are prepared to protect elections from cyber-attacks, but we are not safe
from fake news” (Herraiz, 2019); El CNI publica la primera guia contra las “fake news”
para frenar la desinformacion en el ciberespacio (CNI publishes the first guide against
‘fake news” to curb disinformation in cyberspace) (Europa Press, 2019); and La nueva
directora del CNI [Paz Esteban] pide mds medios para “modernizar” el espionaje ante
las “fake news”y los ciberataques (The new director of the CNI calls for more resources to
“modernise” espionage in the face of ‘fake news” and cyber-attacks) (Lizaro, 2020a).

3.4. Analysis of the keyword “fake news”.

In Google Trends, the term “fake news” with the options “Spain”, “1/1/11 — 31/8/237,
“All categories” and “Web search” returns graph 7.

Interest started to increase in late 2016. The October 2017 peak may have been
related to the referendum in Catalonia. While the one in December may have been
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due to the fact that the Popular Parliamentary Group in Congress (2017) presented
a non-legislative proposal before the plenary —rejected during its processing— “on
the promotion of the necessary measures to guarantee the veracity of information
circulating through services connected to the Internet and to avoid interference that
could endanger institutional stability in Spain”.

It is difficult to associate the January 2019 peak with a particular event. However,
the spikes in March and November 2020 were probably due to the pandemic, Order
PCM]1030/2020 and the previously mentioned letter to PSOE activists, as it contained
the keyword “fake news”. The last major peak in March 2022 may have been driven by
the Russia-Ukraine war and its aftermath.

For a broad and current perspective, table XIX lists e/mundo.es headlines containing
“fake news” since 2019.
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Table XIX
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3.5. Analysis of the keyword “‘post-truth”.

In Google Trends, the keyword “post-truth” with the options “Worldwide”, “1/1/04
— 31/8/237, “All categories” and “Web search” returns graph 8, while the regional
parameter set to “United States” yields graph 9.
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The most prominent peak of interest was in November 2016 and since then there have
been no significant increases. The spectacular heyday was probably related to the distinction
that Oxford Dictionaries bestowed by choosing “post-truth” as word of the year. This choice
was justified by its increased frequency of use, particularly in the context of the referendum
on UK membership of the European Union (“Brexit”) and the US presidential election.
The joint use of “post-truth politics” (Oxford Languages, 2016)was also noted.

Research ~ using ~ Google =~ —7site:nytimes.com intitle:post-truth’—,
DuckDuckDuckGo —”post-truth” site:nytimes.com— and Twitter’s advanced search
indicates that nytimes.com has published few news pieces with “post-truth” in the
headline, compared to “disinformation” and “fake news”. The 23 found and recorded
are presented in table XX.
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The first came in the context of a review of Eric Alterman’s book When Presidents Lie:
A History of Official Deception and Its Consequences. Hart (2004) specified that Alterman
intended to demonstrate how “one Big Lie leads to the next and then, ultimately and
inevitably, results in a “post-truth presidency”.” The review was not to the liking of the
booK’s author, who sent a harsh letter to the publisher (Alterman, 2004).

In 7he Post-Truth Campaign, Krugman (2011) criticised Mitt Romney’s portrayal of
then-President Obama “as the second coming of Fidel Castro”; and he “seems confident
that he will pay no price for making stuff up”. He went on to state: “Welcome to post-
truth politics™. It is interesting to note the use of “post-truth” together with “politics”,
as this combination would catch the attention of Oxford Dictionaries five years later.

Finally, between 2016 and 2018, there was a significant increase in the number of
contents titled with “post-truth”, which slowed down in the following years. The articles
covered a variety of topics. For example, how French philosopher, anthropologist and
sociologist Bruno Latour argued “What journalists, scientists and other experts fail to
grasp is that “facts remain robust only when they are supported by a common culture,
by institutions that can be trusted, by a more or less decent public life, by more or less
reliable media”” (Kofman, 2018).

3.6. Analysis of the keyword “post-truth”

In Google Trends, the term “post-truth” with the options “Spain”, “1/1/11 — 31/8/237,
“All categories” and “Web search” generates graph 10.
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Graph 10

Its popularity began in November 2016, as did “post-truth” around the world and
the US. However, there are several particularities. Firstly, with regard to the May 2017
peak, it is possible that a 7V3documentary, Veritats de mentida, intended to shed light
on “what is now called post-truth”, may have contributed (Corporacié Catalana de
Mitjans Audiovisuals, 2017b). It had an audience of 402,000 viewers (Corporacié
Catalana de Mitjans Audiovisuals, 2017a).
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The increase from September to December 2017 may have been due to the
referendum in Catalonia and the socio-political climate at the time, with headlines
such as Catalunia se instala en la posverdad (Catalonia settles into post-truth), from EL
MUNDO (Latorre, 2017). In addition, one should consider the inclusion of the word
in the Diccionario de la lengua espariola in December 2017, as announced in June (Real
Academia Espanola, 20172) and November (Real Academia Espafiola, 2017b).

The last major peak, in February 2018, was influenced by the programme Chester,
presented by Risto Mejide, which focused on post-truth, with the intervention of
Eduardo Inda and Mila Ximénez (Cuatro, 2018). It had an audience of 1,552,000
viewers (FormulaTV, 2018).

As for theelmundo.es headlines that contain “post-truth”, the first thing that stands
out when looking at tables XXI and XXII is that the Spanish daily has used this word
more times than nytimes.com, its English equivalent, especially between 2016 and
2019. Catalonia had a prominent place: in 2017, journalist Rafa Latorre signed a series
of articles where he offered his analysis and personal perspective in a socio-politically
“delicate” moment.
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3.7. Comparative analysis of the keywords “disinformation”, “fake news”,
“post-truth”, “desinformacion”, “noticias falsas” and “posverdad”

To close this first part, a comparative examination, always with the data from Google
Trends, to find out which is the most popular term worldwide, in the US and Spain.

Among other reasons, this is important because the digital media are likely to take
this into account, and it would not be unusual for high interest in a term to lead
to a headline with that term. Thus, if it is more common to search for “fake news”
instead of “noticias falsas” in Spain, newspapers might be inclined to use the English
option due to search engine positioning issues. In turn, this linguistic preference could
influence the terminology used by society.

3.7.1. Comparative analysis of the keywords “disinformation”, “fake news” and “post-
truth” worldwide

The options “Worldwide”, “1/1/04 — 31/8/23”, “All categories” and “Web search”
give rise to graph 11. The enormous popularity of “fake news” is clearly evident. It is
interesting to note the peak of “disinformation” in May 2022, coinciding with the
Disinformation Governance Board.
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Graph 12

3.7.2. Comparative analysis of the keywords “disinformation”, ‘fake news” and “post-
truth” in the United States. US

The options “United States”, “1/1/04 — 31/8/23”, “All categories” and “Web search”
return graph 12. Again, “fake news” is the main keyword, with the exception of the
May 2022 peak, when “disinformation” took the lead.
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Graph 13
3.7.3. Comparative analysis of the keywords ‘desinformacion”, ‘fake news”, “noticias

Jalsas” and “posverdad” in Spain

The options “Spain”, “1/1/11 — 31/8/23”, “All categories” and “Web search” generate
graph 13, showing some particularities.

First, while “fake news” has been of considerable interest, in 2017 and 2018 “post-
truth” was particularly strong. In this respect, we must not forget that e/mundo.es
has published more content with this term than nytimes.com with its equivalent
“post-truth”.

Second, between 2016 and 2017, “fake news” and “noticias falsas” generated almost
equal interest, but in the end the English alternative prevailed.

Third, in terms of “desinformacién”, the only relevant peak was in November 2020,
most likely because of the Order PCM/1030/2020.

3.8. Conclusions from the trend analysis with a journalistic approach

We can establish that:

1. “fake news” is, in general, the keyword that has generated the most interest
around the world, the USA and Spain, according to Google Trends. However, in
areas such as EUR-Lex there is a preference for “disinformation”.

2. The US presidential election in November 2016 was pivotal in the rise in
concern about “fake news”, “noticias falsas”, “post-truth”, “posverdad” and, to
a lesser extent, “disinformation”. The atmosphere of mistrust, with allegations
of external interference, and Donald Trump’s use of the term “fake news”
generated strong interest.
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3. Other events catalysing the popularity of the terms include the COVID-19
pandemic, as well as government initiatives aimed at combating misinformation:
the Disinformation Governance Board in the US, which was eventually cancelled,

and Order PCM/1030/2020 in Spain.

4. Additionally, the headlines of nytimes.com and elmundo.es highlight three aspects:
the role of Russia and China, concerns about the advance of artificial intelligence,
and the responsibility of the big tech companies. Of course, they have also
commented on relevant political events, such as the situation in Catalonia during
2017 or the “Fake News Awards”, promoted by Trump in January 2018.

4. Selection of academic journals on security with SClmago Journal Rank
and analysis using the keywords “disinformation”, “fake news” and
“post-truth”

First of all, an objective and informed choice of such journals is required. For
this purpose, the SClmago Journal Rank is used. This indicator expresses “the average
number of weighted citations received in the selected year” —2022 for this study—
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Table XXIV

“by documents published in the selected journal in the three previous years” (Scimago
Journal & Country Rank, 2023).

Under “Journal Rankings”, “Social Sciences” is chosen as the “subject area” and
“Safety Research” as the “subject category”. Thirteen journals are then chosen, which
is a balance between comprehensiveness and practicality. To this end, it is crucial to
define the interpretative framework of the word “security”. In this study, “security” is
understood in its traditional sense, focusing on geopolitical or technological issues.
Specific interpretations of the term not in line with the research objective are omitted.
“Safety Research” journals dealing with topics such as accidents or food safety are
therefore excluded.

Table XXIII compiles the selected journals. The last column reveals the approach to
be followed: to analyse research articles that include the words “disinformation”, “fake
news’ or “post-truth” in the title, abstract or keywords, which are decisive locations in

a paper. Table XXIV lists the excluded journals.
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Table XXV

There are then two main ways to search for the designated keywords in the research
articles of each journal: using a search engine or manually. Table XXV shows how this
has been done in each case.

Firstly, the absence of the term “post-truth” is notable, but not surprising. Table I
showed no preference for this term in EUR-Lex; table XX showed that nytimes.com
has a moderate number of articles with this headline; and, as shown in graphs 11 and
12, it does not stand out in popularity either globally or in the US.

It is also remarkable how, after the first article in 2013, with “disinformation” in the
abstract, it was not until 2018 that another publication with “fake news” appeared in
the same place. Since then, these two terms have been used regularly.

The firstacademic security journal to appear according to the search criteria described
above is Perspectives on Terrorism. Dharmawardhane (2013) explores the efforts needed
to move forward in post-conflict Sri Lanka, including proper communication to
address the problem of disinformation. It addresses how the “Tamil Tigers” accused
the Sri Lankan government of “discrimination and ethnic genocide” (p. 32).

Despite the end of the confrontation, Dharmawardhane warns of a powerful
external network through which the “Tamil Tigers” produce systematic disinformation
campaigns (p. 30). It therefore advises Sri Lankan diplomacy to become more involved
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Table XXVI

in the use of information and communication technologies to counter the mass
dissemination of separatist ideology (p. 46).

Another interesting fact is that, despite their extensive coverage over time, the
Journal of Peace Research (1964-2023) and Armed Forces and Society (1974-2023) did not
feature research articles with the terms “disinformation” or “fake news” in their titles,
abstracts or keywords until the 2020s. This does not necessarily imply that they did
not address this phenomenon beforehand. However, it is striking that these specific
words were not used in strategic places until so recently.

From there, Smidt (2020), in the Journal of Peace Research, examines the relationship
between UN peacekeeping operations (PKOs) and civilians. Specifically, how voter
education through these PKOs “reduces violent protests and riots” (p. 199). She argues
that while holding credible elections can be a springboard to democratic governance
in war-affected countries, they carry a risk of disinformation, i.e. the spread of “false
information, rumours and hate speech”, which can legitimise violence (p. 199).
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When PKOs are “perceived to be an impartial arbiter, its election-education
events have violence-mitigating effects at the individual and subnational levels”
(p. 199). Among other benefits, these “election-education events help people resist
disinformation campaigns and, consequently, reduce election violence in the forms of
violent protests and riots” (p. 200).

Martin, D. A., Shapiro, J. N. & Ilhardt, J. G. (2023), also in the Journal of Peace
Research, present a dataset on the covert use of social networks to influence policy.
This set is based on more than 1,000 media reports and 500 research articles/reports.
Its main objective is to analyse how propaganda is promoted, controversial views
are defended and disinformation is spread through social networks (p. 1). The most
relevant findings include that of the 78 foreign influence efforts identified, 64% were
carried out by Russia (p. 2).

Connected to this, Ventsel et al. (2023), in Armed Forces & Society argue that the
“uses of disinformation in international influence activities, such as those propagated
by the Russian Federation as a part of its hybrid warfare against its neighbors and
NATO allies, pose major challenges to Western democracies” (p. 2). They propose
that “military personnel’s motivation to defend their country may be harmed by their
exposure to disinformation”. They therefore present a methodological approach as
“specific education and training programs should be devised for the military”, building
“resilience against information influence activities” (p. 1).

Of course, Russia has attracted disinformation researchers; and to a lesser extent
China. Six more articles dealing with these issues are cited below:

1. Lanoszka (2019) examines “the Russian campaign that has targeted the Baltic
states since at least the 2014 annexation of Crimea”. Available evidence “strongly
suggests that the strategic effects of disinformation are exaggerated”.

2. Lemke & Habegger (2022) investigate how states manipulate social media
to spread disinformation, mimicking cultural characteristics to camouflage
their intentions and gain followers. They focus on the Twitter activity of two
Kremlin-linked media outlets: R7 and Spumik.

3. Leahy e al. (2022) address how Russian information sources feed extremist
online communities.

4. Hung & Hung (2022) delve into China’s “cognitive war” over Taiwan. To
connect academia with the press, Table IV contains a news item from nyzimes.
com, dated 6 January 2020, entitled: Awash in Disinformation Before Vote,
Taiwan Points Finger at China.

5. Murphy (2023) argues that disinformation is a politicised and misunderstood
term in security disciplines. However, this is not to say that it is not a
“demonstrated element of national power”, while states such as Russia
“wielded the concept as an effective weapon to undermine and weaken rivals”.
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He therefore proposes a framework, based on three criteria, to help identify
misinformation and thereby strengthen the term “for security professionals”.

6. Etudo ez al. (2023) analyse different “influence operations”™: political warfare,
information warfare, hybrid warfare, disinformation campaigns or election
hacking campaigns (p. 3). They describe how they “rely on domestic events tied
to a broad macrosocial division (e.g. an act of race violence or protest activity)”
(p- 1). The study draws on the “Russian Federation’s coordinated trolling
campaign against the USA between 2015 and 2016”. The article notes that,
“while strong associations exist between Russian ad emissions on Facebook and
societal unrest in the period, those relationships are not statistically causal” (p.

I).

Regarding the COVID-19 pandemic, there are three articles to mention, published
in Frontiers in Political Science. In the first, Palau-Sampio (2021) examines five
“Spanish pseudo-media” that mimic the appearance of the media, “but provide
pseudo-information”.

In the second, Suter, Shahrezaye % Meckel (2022) scrutinise the “theoretical
linkages between polarization and misinformation”. They then measure “flow of
misinformation about COVID-19 in the comment sections of four popular YouTube

channels” —CNN, The Epoch Times, the World Health Organization and Fox News—

“for over 16 months using big data sources and methods”.

In the third, Wang & Xu (2022) discuss how in China “various algorithms have
been applied to new media platforms to help combat COVID-19”, particularly
regarding disinformation (p. 1). The study “proposes a theoretical model called Block,
Push, and Intervene”, which “calls for the timely blocking of misinformation and
disinformation, precisely delivering authentic information to people affected by the
infodemic and intervening in some potential issues in advance” (p. 1).

In the context of another virus, Valecha ez al. (2021) investigate what conditions
lead to a preference for fake news and its transmission. To do so, they conducted a
content analysis of tweets about the Zika health crisis (p. 2). Among other findings,
they mention that tweets with a threatening tone are more likely to be shared as fake
news, due to the anxiety provoked (p. 13).

With regard to technology, these three articles stand out:

1. Zhou et al. (2020) propose a “theory-driven model for fake news detection”. For
this purpose, it considers “news content at various levels: lexicon-level, syntax-
level, semantic-level, and discourse-level” (p. 1). This detection is carried out
in a “supervised machine learning framework” (p. 1). In addition, researchers
explore possible patterns of fake news and study the relationships between fake
news, deception/disinformation and clickbaits (p. 1).

2. Datta, Whitmore & Nwankpa (2021) explore how artificial intelligence and
social networks amplify psychological biases, leading to the spread of fake news
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(p. 2). To address this problem, they recommend a more equitable and fairer
dissemination of journalistic information, with Al designs that do not focus
solely on prediction (p. 18). In other words, the dissemination of content on
social networks should not depend so much on what the user is deemed to

prefer.

3. Hussain ez al. (2022) investigate fake or manipulated videos. They say that
although methods of detecting deepfakes have been developed, such as the
use of deep neural networks to distinguish fake Al-generated videos from real
videos, these systems are vulnerable. They can be circumvented by “adversarial
perturbations”, which cause fake videos to be classified as real (p. 1).

Finally, Michelsen & Colley (2019) state that the “threats arising from shifts in the
global media space are encapsulated by contemporary buzzwords like post-truth, fake
news and hybrid warfare” (p. 1).

They argue that these changes in communication practices have two significant
implications for international security. The first is that “states are often inferior to state
challengers in harnessing the contemporary communication environment” (p. 1). The
second is that “liberal democracies are especially at risk of subversion by opponents
using democratically-enshrined freedoms of expression to propagate disinformation,
as shown by concerns about Russian hybrid warfare or the impact of fake news on
electoral processes” (p. 2).

From this starting point, the study focuses on “strategic communication”, “a mode
gp y g

of thought and practice promising to enhance state communication; encompassing

long-established activities including public diplomacy, public relations, nation

branding and information operations” (p. 1)

4.1. Selection of the Revista del Instituto Espafiol de Estudios Estratégicos
and analysis using the keywords “desinformacion”, “disinformation”,

D €€ I €

“noticias falsas”, “fake news”, “posverdad” and “post-truth”

The thirteen academic journals selected based on the SClmago Journal Rank provide
a broad picture of “safety research” in relation to disinformation and related terms.
However, they do have certain limits. One of them is the domination of English,
which obviates possible valuable contributions in other languages.

To balance and complement, the Revista del Instituto Espanol de Estudios Estratégicos
(Revista del IEEE), published in Spanish and English, is incorporated. It presents a
security-focused approach and, in addition, highlights its association with the IEEE,

2 Revista del Instituto Espaniol de Estudios Estratégicos, in its issue 2, dealt with “strategic communication”
in relation to the war in Afghanistan; specifically, in the article La comunicacion estratégica (StrarCom)
en los conflictos modernos: el caso de Afganistdn (Rodriguez, 2013).
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which is renowned for its dedication to security in its many dimensions. The Institute
has a wide repertoire of publications; however, only the journal has been chosen in
order to be consistent with the methodology followed so far. Future research could
examine other types of work, such as the Strategy Papers or the various documents.

The result of the analysis is interesting as it exposes the limits of the established
search criteria and helps to incorporate a new keyword for further work. Indeed, after
using Adobe Acrobat’s advanced search of IEEE journals from issue o (2012) to issue
20 (2022), no article was found that contained at least one of the keywords designated
in the title, abstract or keywords section. However, the publication Manipulacién
cognitiva en el siglo XXI, by Luis Astorga Gonzdlez, from issue 16 (2020), is particularly
noteworthy. The reason for this is the high presence of keywords (table XXVII).

Palabras clave analizadas en el articubo Mandpuiscion cognitiva en of sigle XXJ, de Luis Astorga Gonzdlez, publicado an la Rovista del IEEE - Numero 16
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Table XXVII

Although none of them are located in the places indicated, it is advisable to review
the keywords that Astorga Gonzédlez (2020) chose for his article. They are as follows:
“comunicacién” (“communication”), “manipulacién” (“manipulation”), “conducta’
(“behaviour”), “redes sociales” (“social networks”), “Al Qaeda”, “IS” and “Gramsci”.
Probably the closest approximation to this study is “manipulation”. Consequently, future
research could include the term to gain a broader perspective. That said, the publication:

“Explores the effects that can be generated in modern societies by
cognitive manipulation using advanced tools, the media (including the
Internet and social networks) and theories of social behaviour and cognitive
perception. It also describes how al-Qaeda and the Islamic state have used
these techniques as part of their overall strategies” (Astorga Gonzélez, 2020,

p- 15).

Other analyses could consider alternative strategies, such as assessing not only the
presence of keywords in the above-mentioned sections, but also their frequency in
the body of the text. If a term appears significantly, it could indicate the centrality of
that concept, even if it is not present in the three initial highlighted sections —title,
abstract and keywords—.

4.2. Conclusions from the analysis of academic journals on security and
overall assessment

The following conclusions can be drawn from this analysis (for more information
on the articles, see table XXVI):
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1. Russia and its relation to disinformation campaigns or hybrid warfare have
attracted a great deal of academic attention. Of the 18 research articles
analysed, at least seven (39%) deal extensively with Russia, either because it is
the primary subject of study or because it features prominently. Specifically,
they are: Disinformation in international politics; Foreign Interference and Social
Media Networks: A Relational Approach to Studying Contemporary Russian
Disinformation; Connectivity Between Russian Information Sources and Extremist
Communities Across Social Media Platforms; Introducing the Online Political
Influence Efforts dataset; Building Resilience Against Hostile Information Influence
Activities: How a New Media Literacy Learning Platform Was Developed for the
Estonian Defense Forces; In Defense of Disinformation; y From Russia with fear:
fear appeals and the patterns of cyber-enabled influence operations.

2. On China and its “cognitive warfare” over Taiwan, see the article How China’s
Cognitive Warfare Works: A Frontline Perspective of laiwan’s Anti-Disinformation
Wars.

3. From a technological perspective, addressing the role of social networks and
artificial intelligence, it is worth mentioning Fake News Early Detection: A
Theory-driven Model; Fake News Sharing: An Investigation of Threat and Coping
Cues in the Context of the Zika Virus; A Perfect Storm: Social Media News,
Psychological Biases, and Al; and Exposing Vulnerabilities of Deepfake Detection
Systems with Robust Attacks.

4. 'The journal Frontiers in Political Science published three articles related to the
COVID-19 pandemic and disinformation: Pseudo-Media Sites, Polarization, and
Pandemic Skepticism in Spain; COVID-19 Induced Misinformation on YouTube:
An Analysis of User Commentary; and An Empirical Research on How to Tackle
Infodemic in China: Stakeholders and Algorithms.

s. The remaining articles deal with post-conflict disinformation —SriLankak
Post-Conflict Strategy: Restorative Justice for Rebels and Rebuilding of Conflict-
affected Communities—; “strategic communications” —7he field of Strategic
Communications Professionals: a new research agenda for International Security—;
and how election education through peacekeeping operations can help mitigate
misinformation and thus potential outbreaks of violence —~Mitigating election
violence locally: UN peacekeepers’ election-education campaigns in Cote d’Tvoire—.

6. 'The Revista del IEEE analysis emphasises the importance of considering other
keywords, and even using different search strategies.

That said, academia is credited with aligning with several of the journalistic interests
identified by compiling headlines from nytimes.com and elmundo.es. Recall that Russia
appears in many of these headlines, which also mention China. The role of social
media and artificial intelligence, as well as disinformation in the context of COVID-
19, has also been discussed on multiple occasions in the press.
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However, academic articles on Sri Lanka and the “Tamil Tigers”, “strategic
communication” and peacekeeping operations as a way of dealing with disinformation
have not been echoed in the reviewed press. In this respect, academia appropriately
offers a more theoretical and less topical content, based on a scientific methodology
with an exhaustive and rigorous review process, which leads to in-depth and objective
analyses. At the same time, it should not be forgotten that academic research is
constantly evolving, i.e. subject to revisions, extensions and corrections.

Furthermore, the search criteria set and applied to the journals did not detect any
articles on the Disinformation Governance Board. This is surprising given that it was
possibly the cause of a major spike in interest in “disinformation”, both worldwide and
in the US, during April and May 2022. It also triggered a cascade of draft legislation
(table VIII).

No article referring to Order PCM/1030/2020 has been detected either, although it
probably generated a large increase in the popularity of the word “disinformation”
during November 2020 in Spain. These absences are striking, as the US DGB and
the “structure” for the “fight against disinformation” in Spain were created from a
security-focused position.

In short, academic-journalistic-general interests (the latter measured with Google
Trends) sometimes coincide. This is the case of concerns about disinformation and
COVID-19, which led to both journalistic and academic articles. The same goes for
Russia and its role in disinformation campaigns. However, in other instances this
link has not been found, and the lack of academic articles on the DGB and Order
PCM/1030/2020 is particularly notable.

Throughout this paper recommendations have been put forward for future
research looking to follow a similar direction to the one addressed here. Some of
these suggestions include broadening the keyword spectrum, including more journals,
consulting academic databases such as ScienceDirect, or exploring alternative search
strategies.

Moreover, as there is an emerging academic interrelationship between disinformation
and artificial intelligence, interdisciplinary collaboration is essential. Of course, it is
important that experts on disinformation, fake news and post-truth keep up to date
by regularly reviewing academic literature combining security and technology.

As an ambitious proposal, we suggest the creation of a database of newspaper
headlines from around the world based on the keywords used in this analysis. This
tool would allow research to be carried out with a significantly larger volume of data,
enabling filtering by country, region or language. When and why the press in certain
geographical areas increase the frequency of use of these terms in their headlines could
thus easily be discerned.

This resource would enhance the development of qualitative research allowing, for
example, analysis of what context the media use the word “disinformation”: referring to
military conflicts? social media? electoral processes? Indeed, cross-cultural comparisons

Journal of the Spanish Institute for Strategic Studies no. 22 Year: 2023 - pp.: 575 to 617




Journal of the Spanish Institute for Strategic Studies No. 22 /2023

could be made and it would be possible to understand how disinformation varies
across cultures, political systems and media.

In short, these proposals would enrich the academic field at the theoretical level
and provide practical clarity on disinformation, allowing for the development
of strategies against it. Targeted digital literacy programmes could be developed,
protecting democratic integrity and helping to maintain trust in institutions, among
other initiatives.
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